A SENIOR SAFETY ALERT

5 Al SCAMS

TARG ETI N G Know the signs.
SENIORS Stop the scam.

FREDERICK FIRST
SHERIFF

FAMILY-EMERGENCY VOICE CLONING

A caller sounds exactly like a child or grandchild and claims to be injured, arrested or kidnapped. They
demand money immediately and tell you to keep it secret.

GOVERNMENT OR POLICE IMPERSONATION

Al-generated calls or videos imitate police, Social Security, Medicare, the IRS or another authority. Real
agencies do not demand gift cards, cryptocurrency or cash by courier.

ROMANCE AND COMPANIONSHIP SCAMS

Criminals use Al-generated photographs, messages, voices and video to build a convincing relationship,
then invent an emergency or investment opportunity and ask for money.

FAKE INVESTMENT AND CRYPTO OFFERS

Deepfake video or audio may imitate a celebrity or financial expert promoting a fraudulent trading platform,
guaranteed return or exclusive opportunity.

AI-ENHANCED PHISHING AND TECH SUPPORT

Convincing emails, texts and calls imitate banks, retailers or technology companies to steal passwords,
account details, verification codes or remote access to your device.

STOP. HANG UP. VERIFY.

Call the person, bank, company or agency using a number you already trust. Never rely on caller ID, and
never send money because someone demands secrecy or immediate action.

Consumer guidance: Federal Trade Commission, consumer.ftc.gov | FBI Internet Crime Complaint Center, ic3.gov
For downloadable copies of this flyer visit our website: www.Bickel4Sheriff.com
info@bickel4sheriff.com
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